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1. Introduction

The remarkable advancement in communication technology has greatly changed the way people live their lives and
contributes to a profound impact on social progress. Since encryption methods are the most effective way to achieve
data security and protect privacy of legitimate user, it is significant to study on security communication technologies.
In 1949, Shannon proposed his famous secure communication model so that the physical layer secure communication
issue was the first time studied by quantitative methods based on information theory and statistical theory [1]. Since
then, methods of physical layer secure communication have made a lot of progress.

In time-hopping system, in order to lower down probability of interception, authorized user synchronously receive
signals with sender according to shared pseudo random sequence [2]. In spread spectrum system, sender converts
primary information to spread spectrum sequences by pseudo random sequence and transmits radio-frequency signals
through antenna after carrier modulation. For authorized user, dispreading can be completed by the same pseudo
random sequence and then primary information is obtained [3-5]. In frequency-hopping system, carrier frequency is
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changed by pseudo random sequence in real time so that illegal user cannot track radio-frequency signals syn-
chronously [6, 7]. However, for the communication systems mentioned above, precise and efficient synchronization
process is the essential precondition of achieving received signals’ quality.

Based on antenna configuration and artificial noise, joint multi-antenna methods maximize authorized user’s
transfer information rate [8-13]. Antenna configuration can determine secure beamforming direction and select the
best transmit antenna to decrease received signals’ quality in wiretap channel [14-16]. Meanwhile, as artificial noise
is added, illegal user can hardly to distinguish where primary signals are located [9, 12]. Whereas when illegal user is
near to authorized user, security of this kind of methods are hardly to guarantee, because their encryption don’t handle
on signals, but make a difference between authorized and illegal user’s signals according to distinction of their
physical location [12, 17].

Transform domain communication method belongs to initiative anti-interference method. By means of monitoring
underutilized spectrum resource in real time, sender dynamically build basis functions basing on transform domain
processing, such as discrete Fourier transform, discrete wavelet transform and fractional Fourier transform. These
basis functions are applied to modulate information to make radio-frequency signals lying at vacant spectrum. Au-
thorized user generates corresponding basis functions for correlation reception to recover signal waveform [18-20].
However, as distance between transmitting terminal and receiving terminal increasing, basis functions may be change
resulting from variation of vacant spectrum. Hence, transform domain communication system may be difficult to
adapt to long distance communication situation.

In conclusion, the existing physical encryption methods’ performance is affected by some factors. Hence, this
paper presents a physical encryption method of implementing nonlinear transformation on channel transmission
characteristic. Its basic idea is that encryption at transmitting terminal and decryption at receiving terminal is com-
pleted by nonlinear transformation and inverse nonlinear transformation respectively. Compared to other methods,
the proposed method doesn’t require synchronization step for decryption. Besides that, its encryption performance of
proposed method is only related to transformation model and has no concern with user’s physical location and
communication distance.

The outline of the remainder of this paper is as follows: In Section 2, the structure of memory nonlinear trans-
formation pairs (MNT) is introduced. After that, derivation about MNT’s amplitude-frequency nonlinear transfor-
mation pairs and their bandwidth control strategy for nonlinear spectral regrowth are studied. Finally, steps of de-
signing phase-frequency nonlinear transformation are given. In Section 3, phase filter for phase-frequency nonlinear
transformation is designed and its frequency domain response is shown. And then the proposed MNT model’s en-
cryption effect is verified using a QPSK signal. The loss of SNR of authorized user’s signal after decryption is shown
to analyze whether the proposed encryption method could have harmful influence on authorized user’s signal quality.
At last, conclusions are drawn in Section 4.

2. Memory nonlinear transformation pairs

Resulting from RF devices non-ideal characteristic, memory nonlinear distortions have an influence on amplitude
and phase of signals. To be specific, nonlinearities are generated in spectrum as spectral regrowth. Among them,
distortions, known as odd-order difference frequency components, are usually located in or near base-wave signals’
band, which could reduce SIR. Meanwhile, memory effect causing phase distorted could introduce ISI into signals
and decreases demodulation performance in receiving terminal by enhancing the difficulty of sampling and decision.
From the point of physical layer security, if models representing non-ideal characteristics are reasonably chosen to
design MINT for channel encryption, controllable signal waveform distortion and restoration will be realized. Thus,
they can be regarded as encryption process in transmitting terminal and decryption process in receiving terminal,
respectively. It means that by disturbing and hiding primary signals, security of communication system is enhanced
and low probability of interception is realized.

2.1 Structure of nonlinear transformation pair

To realize low probability of interception, there are several restricted conditions when designing MNT:

(a) Strong nonlinearities are generated at the range of base-wave signals. In frequency domain, if primary signals
power is lower than nonlinearities, they will be hidden. At this moment, illegal user won’t be able to complete de-
cryption for primary signals’ center frequency, bandwidth and modulation style are hardly to identify.
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(b) Deep memory effect is needed in MNT. The deeper memory effect is, the more serious ISl is brought in, which
also contributes to add MNT’s complexity and illegal user’s decryption difficulty.

(c)Accurate inverse model of MNT is crucial. High complexity of MNT is significant for encryption system’s
security, but it also makes waveform restoration difficult. Therefore, MNT’s inverse model must be accurate enough
for authorized user to decrypt receipted signals.

Now let’s discuss whether classical memory nonlinear models, such as Volterra model [21], Hammerstein model
[22], are suitable for designing MNT. Asymmetric Volterra model is expressed as

Ng-I1Ng-1  Ng-1

YO =I5 S 3 NGt 0-1,)] ®
j=1

d=1 =0 =R rg=rg-1

Where x(n) and y(n) is input and output signals of Volterra model. In (1), N, is the dth order maximum
memory depth (d =1,2,3,...,D) and h(r,r,,...r;) is kernel coefficient. Literature [23] indicates that inverse Vol-
terra model is still a VVolterra model and its expression is

y- Hl(x)+d§Hd<x) @

N; -1
In (2), Hyx(n)]= > h(r)x(n-r) islinear term of Volterra model. If we assume that

=0

2=G,(Y)+ Y6, (y) 3)

is the inverse model of equation (2) and D > D, then

G, =H*
R (4)
Gy =—-H; H H; (d=23,..,D)

Considering that Hammerstein model can be treated as a simplified version of Volterra model, its inverse model
can also be deduced. Hence, there is no more detailed description in this paper. Equation (1) indicates that number of
kernel coefficients of classical nonlinear model rises up rapidly when depth increases.

However, it is can be expected that if MNT is designed using classical nonlinear model, when Condition (a) is met,
the number of kernel coefficients must too many and transmitting them as encryption parameters from sender to
authorized user is not convenient. Moreover, Equation (4) is not exact solution for inverse Volterra model, because

nonlinearities whose order is higher than D will appear when these two nonlinear systems are cascaded. To sum up,
classical nonlinear models cannot be adapt to channel encryption. Therefore, in this paper, amplitude transformation
based on power series and phase transformation based on group delay are cascaded together to form a memory
nonlinear model as MNT for channel encryption. The structure of proposed model is shown in Figure 1.

Memory effect nonlinear Inverse memory nonlinear _ A
model f()=hlg0)] model 1) =g ()]
Primary Encrypted Decrypted
signals Nonlinear model without signals Inverse nonlinear model signals
FIR ! FIR >
x(n) memory effect y(n) without memory effect 2(n)
g() h() h() 9.0)

Figurel. Structure of MNT.

MNT includes two parts, amplitude-frequency and phase-frequency nonlinear transformation pair. Assume that
h(:) and h™'()) are nonlinear responses which is the inverse of each other respectively. Meanwhile, g(-) and
g~'(?) are linear time domain responses which is the inverse of each other respectively. If the two conditions below
are satisfied,

x(n) = h™{h[x(n)]}, amplitude constraint condition (5)
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x(n—17) =g {g[x(n)]}, phase constraint condition (6)
then z(n) can be expressed as
z(n) = £ {F[x(M)]}= g {h{h{g[x(M]}=x(n-7) U]
where
fIx(n)] = MgIx(m)] =Y. a,[ Y. 9(r)x(n -1, )] @

In8), d=1,2,3,...,D isthe order of power series model. N, is dth order maximum memory depth. a, is
coefficient of dth order power series. g(r,) is dth order coefficient whose memory depth is r, . Equation (7) in-
dicates that when constraint conditions (5) and (6) are met, the signals z(n) authorized user obtaining is the signals

X(n) with delay 7 . The following Section 2.2, 2.3 and 2.4 will introduce amplitude-frequency and
phase-frequency nonlinear transformation pair.

2.2 Amplitude-frequency nonlinear transformation pair
If input baseband signals at transmitting terminal are X(n) , its 3rd order difference frequency components are

|X(n)|2 x(n) . The output signals y(n) can be written as

2
y(n) =a Xn)+cx(n)|x(n) 9)
In(9), a and C is 1stand 3rd order coefficient of power series model respectively. In order to make the power
of base-wave signals x(n) stay the same when encryption process is carried on, let a=1, ¢>0. Write (9) asa

simplified version y=X+C|X|2X and let real and imaginary partof X and Y be

X=1i+ jq
y=1+jQ (10)
Substitute (10) into (9), we can obtain
I =i+ci(i®+q?
( : v) (11)
Q=q+cq(i*+q%)
Combine two equations in (11), we can get
i
o (12)
Substitute (12) into (11), we can obtain
I =i+c[l+ (%)z]i3
(13)

|
— 1 2 3
Q=q+c[ +(—Q) Ig

Take (13) as an example, | can be seen as a function of independent variable 1. Calculate the derivative of |
to I, we get
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W g aens Gz s 0
di i

It means that | is monotone increasing function of I, which indicates that there is an inverse function
i=h"*(I) and when the inverse function is the inverse model of equation (9). From (13), we can see that Q(q) is

similar to 1(i), so we only deduce i =h""(l). The process of calculating the inverse function i=h"(l) is
equivalent to finding the solution of cubic equation of one variable

c[1+(%)2]i3+i—l -0 (14)

According to appendix in this paper, equation (14) has the only real root

B R CROI N s ORY)

t=c[1+%>21 and (1) =[N AT (15)

374

Let

2t
The inverse function i =h"(l) is
1
3t-s(l)
In conclusion, if authorized user have obtained C, primary baseband signals can be restored. Therefore, we can

take (9) and (16) as nonlinear transformation pair without memory effect to meet amplitude constraint condition in
equation (5).

i=h™(1)=s(l)- (16)

2.3 Bandwidth restriction for encrypted signals

Section 2.2 has provided the expression of amplitude-frequency nonlinear transformation. However, 3rd difference
frequency components locate not only at baseband signals’ position in frequency domain, but also at left and right
first adjacent channel. It makes encrypted signals bandwidth being three times of baseband signals’ which as a result
will lower down spectral efficiency. So in this section, bandwidth restriction method is discussed for encrypted
signals.

The primary baseband signals’ frequency range is from @, to @, . Assume that response function of bandpass
filter for removing redundant nonlinear spectral regrowth is H (-) whose upper and lower cutoff frequency is also

setto @, and @, respectively. After filtering, the encrypted signals are

H[v(n)]= H[ax(n)+cx(n) ‘x(n)r] 17

Since bandpass filter belongs to causal and stable system, linear superposition is satisfied. Then equation (17) can
be written as

Hly(n)]=aH [x(n)]+cH][x(mn) ‘x(n)r] (18)
In (18), H[x(n)], H[y(n)] and H[X(n)|x(n)|2] is primary signals, encrypted signals and 3rd order dif-

ference frequency components after filter respectively. Now let’s analyze their frequency components. The input and
output signals in frequency domain can be expressed as

w= 27
x(n) = Za:)h X (w)e 1" +i X(@)e " + > X(w)e " (19)
0=0, =0 0=y,
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o= & 27
y(n) = fY (w)e 1" + ZUI:Y (@) "+ D" Y (w)e " (20)
=0 =0 =0y

In (19) and (20), X (@) and Y (@) is frequency spectrum of x(n) and y(n), respectively. In the frequency
range of @, to w,,

“h ) On . 27 )
Z Y (a))e—an =a Z X (a))e—lwn +C Z X (0)1) X (a)z)x (a)s)e_J((oﬁwz_%)n 1)
@=a w=a @, p,03=0

o +oy— g€l o]
In the view that X (@) is primary signals frequency spectrum that has no interference, magnitudes of compo-
nents whose frequency belongs to [@,,®,] are very low. Then we can infer that

27 ) o _
2 X@)X(@)X(@)e "M x H 0 X(@)X (@)X (@;)e N oy
@, ,03=0 |y , @y =
a(:lﬁ(gzi%wﬁ[amwn] %faz)zfswsgm o]

Then equation (21) can be written as

DY Y(we ™ ~a) X(@e ™ +c D X(o)X(@,)X (w,)e e
o=

w=0 o0, 3=y
o +my~my€l ey, | (23)

2
=a) X(w)e ' +cd X(@)e D X(w)e "
o=, o=,

0=

According to (23), if authorized user implements inverse nonlinear transformation of (15) and (16), frequency
components of restored signals from @, to @, are

3 X (@)e ™ = HIX(n)]

=0,
It should be pointed out that H[v(n)]= aH[x(n)] +cH[x(n)]|H[x(?3)]
cH [X(n)]| H [X(n)]|2 means that there are new spectral regrowth generated at @ & [@,, @, ], while for encrypted

|'1

. The 3rd order components

signals y(n), there are no nonlinearities appearing at the same frequency range after filtering.

To summarize, if there are signals z(n) making H[¥(n)]= a:(n)—l—c:(nﬂ:(??)r, after decryption, in the

) .

range of @ €[, ®,], the components are approximately equal to Z X (w)e ™" . The above discussion indi-
w:(q

cates that after the proposed amplitude-frequency nonlinear transformation in Section 2.2, the encrypted signals can

be filtered making their bandwidth equal to primary signals and the following decryption and demodulation at re-

ceiving terminal will not be affected remarkably by such filtering approach.

2.4 Phase-frequency nonlinear transformation pair

Although primary signals can be hidden after amplitude-frequency nonlinear transformation, the encryption model
is too simple to prevent cracking since illegal user can realize decryption by searching. For sake of promoting MNT’s
complexity, memory effect must be brought into it. From the phase constraint condition, principle of designing

phase-frequency nonlinear transformation pair is making the phase encryption filter g(-) and phase decryption
filter g~*(-) meet the following conditions in @ [0, 27].
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delay, (@) # const
(24)

delay, (@) + delayg,l (w) =const (const >0

where const is set to be a positive constant. Equation (24) means by phase encryption filter whose group delay
function is delay(®), primary signals Xx(n) are distorted by 1SI and become encrypted signals y(n). In fre-

guency domain, encryption filter makes different frequency components in  X(n) at the same sampling time output
at different moments in  y(n). When Yy(n) are received by authorized user, ISl in y(n) can be eliminated by
decryption filter whose group delay function is delay’l(a)) and components with different delays are adjusted to
output at same sampling time again in decrypted signals X(n) . The final result is there is a constant delay between
x(n) and X(n),orsay X(n)=x(n-const).

If primary signals X(n) are treated as electromagnetic waves of different frequencies, the impact of encryption
filter on X(n) is making scattering effect happen and relative speeds of different frequency waves in x(n) are
changed resulting in X(n) encrypted and transformed into encryption signals y(n). Even if these ‘disorganized’
signals y(n) are intercepted, y(n) can hardly be restored to correct waveform since illegal user is lack of group

delay function delay(w) . But authorized user can easily remove scattering effect in y(n) by corresponding

decryption filter and obtain correct information.
The expressions of group delay function include sinusoidal function, rational function and Fourier series [24]. In
this paper, sinusoidal function is chosen as example to introduce detailed procedures of designing encryption filter.

(a) Determine encryption filter’s group delay function delay(w) and decryption filter’s group delay function
delay ™ () . If at the frequency range @ €[0, 7],
delay, (@) = Asin(2M @) + B
delayg,1 (w) =—Asin(2M w) + B

In (25), A is the amplitude of sinusoidal function. M is the number of oscillation of sinusoidal function at

(25)

we[0,7] and B is the oscillation center. Because 9(-) and 97 () are both causal filters, B> A>0.
According to equation (25),
delay, (w) + delayg,1 (w)=2B>0

which satisfies the conditions in (24).

(b) Calculate phase-frequency functions ¢, () and ¢g’l (@) . According to definition of group delay
d
delay (o) = - 39(@)
do
where ¢(0)) is phase-frequency function of filter. ¢, (@) and ¢g_1 (@) can be obtained by calculating the

integral of delay(w) to @ and delay™ (@) to . In order to ensure filter coefficients in time domain belong
to real number, the phase-frequency function should meet the following center symmetric conditions as follow.

4,() =4, (27 -0)
¢, (0)=—¢ .27 - ) (26)
4,(1) =4, .() =0

Setting @, (”)=¢g—1(”)=0 as initial condition when obtaining #,(®) and ¢g’1(a)), in the range

w € [0, 7], we can get
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¢, () = —icos(ZM w) + Bo+— By

2M M

A A @7)
¢, (@) =mcos(2M o) + Ba)—m_ Br

Then #,(®) and ¢g’l(a)) inthe range @ e[z,27] can be determined by (26) and (27).
(c) Calculating frequency domain responses G(w) and G’l(a)). From (27) we can infer that in the range
o [0, 27], the expressions of G(w) and G*(w) are

G(a)) — ej¢g(w)

28
G (@) =" “

(d) Calculating time domain responses ¢(-) and g’l(-). Carrying on fast Fourier transformation (FFT) on
G(w) and G (w), filter coefficients in time domain are finally obtained.

In fact, the memory effect of MNT is designed based on group delay function and the kernel coefficients g(r,)
in equation (7) are corresponding to filter coefficients in time domain. So when encryption transmission is carried out,
only the group delay function model and its parameters are need for authorized user. Comparing to using classical
nonlinear model to design MNT, complexity of proposed encryption model can be effectively increased which can
greatly enhance illegal user’s decryption difficulty.

3. Results and discussion

In this Section, encryption effect of proposed MNT is discussed. Figure 2 shows procedure of testing the proposed
method’s encryption effect.

Primary baseband X(n) Amplitude-frequency R Phase-frequency
signal generator "| nonlinear transformation "| nonlinear transformation
A A
y(n)
Encryption Encryption Transmission
parameters parameters
y(n)
A Y Y
Baseband signal X(n) Amplitude-frequency inverse Phase-frequency inverse
processing ) nonlinear transformation | nonlinear transformation

Figure 2. Procedure of testing the proposed method’s encryption effect.

At transmitting terminal, primary baseband signals X(n) are encrypted after amplitude-frequency and phase-
frequency nonlinear transformation. Encrypted signals Yy(n) are transmitted from sender to authorized user
through channel. When authorized user receives y(Nn), basing on corresponding encryption parameters, amplitude-
frequency and phase-frequency inverse nonlinear transformation are formed and applied to y(n) . Finally the restored
signals X(n) are obtained for following up baseband signal process to evaluate proposed encryption method’s
performance.

3.1 Design of phase-frequency nonlinear transformation pair

Firstly, results of designing phase-frequency nonlinear transformation pair are shown. Equation (25) is chosen as
group delay function model. The parameters are setas A=160, M =160, B =200. The order of filter is 400.
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Figure 3 are group delays and frequency domain responses of phase encryption and decryption filter. In the range
o €[0, 7] group delay of encryption filter is a sinusoid function of frequency vibrating at center B =200 with
an oscillating frequency of M =160 and an oscillating amplitude of A=160. There is a similar situation in
decryption filter except having an opposite oscillating direction. After cascade, their group delay equals to a constant
of 2B =400 shown in Figure 3(a). This conclusion can also be inferred from Figure 3(b) and 3(c), which have a
linear phase characteristic with negative slope after cascade. In Figure 3(d), the designed filters’ amplitude-frequency
and phase-frequency characteristics are calculated. Its maximum of pass band damping is less than 0.1dB and its
slope of phase-frequency is equal to a negative constant. To sum up, the above results indicate the designed filters
have a satisfied characteristic for constructing MNT’s phase-frequency nonlinear transformation pair.

A

=

(@ (b)
CECEEEEEE R e
WMAM"MW\*\‘\w”w!‘r"‘\w}ww‘ﬁmhw\"r*l\“,‘\‘v“mhwﬁ‘w\*“lM‘\M"m"v“r‘\"lw#mhmi‘w\W\‘M“rﬁwﬁ‘M“/\“w‘\“w“r""“\
!
\‘\\‘ [ [
\\
—
\\
(c) (d)

Figure 3. Phase-frequency nonlinear transformation based on sinusoidal function group delay. (a) group delay, (b) phase re-
sponse from O to 77, (c) phase response near @ = 7T , (d) frequency domain response.

3.2 Verification of the proposed method’s encryption effect

Test signal is a QPSK signal with a 200ksym/s symbol rate and 2MHz sampling rate. Its roll-off factor is 1. The

amplitude-frequency nonlinear transformation pair’s coefficient C is setto 2x10* in order to make nonlineari-
ties’ power approximately equal to baseband signal. The normalized pass band cut-off frequency is 0.2. The designed
filters in Section 3.1 are chosen as MNT’s phase-frequency nonlinear transformation pair. The encryption effect is
shown in Figure 4.

The spectrum and constellation of QPSK signal intercepted by illegal user are shown in Figure 4(a) and 4(d). From
these two figures, we can see nonlinearities cover baseband signals and meanwhile constellation points gather to (0,0).
In this case, neither can illegal user find center frequency of baseband QPSK from intercepted signal nor make right
decision on sampling judgment. As an authorized user, after amplitude-frequency and phase-frequency nonlinear
transformation, the encrypted QPSK is restored to decrypted one since nonlinearities are eliminated and constellation
distributes regularly. It can be inferred from above discussion that after MNT encryption, the difference of receipted
signal quality between authorized and illegal user is obvious. Besides that, compared to encrypted signal’s spectrum,
decrypted QPSK’s power changes little. It means communication system based on MNT can achieve satisfied secu-
rity performance without too much power loss.
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3.3 Loss of SNR of authorized user’s signal after decryption

In Section 3.2, power of nonlinear distortions is approximately equal to primary baseband QPSK. To illegal user, it
is difficult to identify baseband signal’s modulation style and obtain a correct decode result. Nevertheless, while
MNT communication system can provide fine security, it is a valuable research whether primary signal’s demodu-
lation performance is worsen during MNT encryption. In Section 2.3, we make an assumption of equation (22),

where magnitude of 3rd order nonlinearities generated by frequency components belongingto [0,®,] or [@,, 7]

is low enough to be ignored. So it is necessary to analyze the loss of SNR in authorized user’s signal after decryption
when bandwidth restriction method is utilized.

(d)

©

®

Figure 4. Encryption effect test of QPSK signal. (a) and (d) is power spectrum and constellation of illegal user’s receipted signal,
respectively, (b) and (e) is power spectrum and constellation after inverse amplitude-frequency nonlinear transformation, re-
spectively, (c) and (f) is power spectrum and constellation after inverse phase-frequency nonlinear transformation, respectively.

Baseband
signals

MNT
encryption

Encrypted
signals

Setting SNR

Power of noise

Encrypted signals

Power of signals

Baseband signals

Decrypted signals of
authorized user
after decryptioin

with noise MNT
channel .
decryption
Noise
Noise
generator Received signals
of illegal user
Noise
Baseband signals
with noise
Channel

Baseband signal
processing

BER analysis

Figure 5. Procedure of BER analysis.
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Figure 5 introduces the bit error rate (BER) testing experiment for communication system basing on MNT. The
specific process is as follow:

(a) Calculate primary signal’s power P,

(b) Set a primary signal’s SNR according to P, and generate noise with corresponding power P, ;

n»

(c) Calculate BERs of primary signal, authorized user’s receipted signal and illegal user receipted signal after
transmission until all planned SNRs are obtained.

Test signal is a 16QAM signal with a 200ksym/s symbol rate and 2MHz sampling rate. Its roll-off factor is 1. MNT
model for encryption is the same as the one used in Section 3.2.

i—————x——x——%——k——)e—————x——x——x——%——
= <% _
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\:@&Q
|- %Q -
%\
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Figure 6. BER of each primary base-wave signal SNR from 0dB to 12dB.

In the same primary signal SNR condition, Figure 6 shows BERs of primary signal, authorized user’s receipted
signal and illegal user receipted signal after transmission. No matter how much primary signal’s SNR is, BER of

illegal user has no obvious change and remains close to 10°. It suggests that as an illegal user, receipted signal’s
demodulation performance cannot be improved by increasing its SNR at receiving terminal. Therefore, communi-
cation system based on MNT can achieve good secure effect as expected.

On the other hand, comparing the BERs between primary 16QAM and authorized user’s receipted 16QAM, they
both decrease obviously as SNR increasing and have the same order of magnitude. The result illustrates that after
filtering 3rd intermodulation located at the adjacent channel of primary signal by bandwidth restriction method, loss
of SNR of receipted signal after decryption is so little that authorized user can obtain correct information by common
demodulation steps.

4. Conclusion

In this paper, an encryption method of nonlinear transformation of channel transmission characteristic is presented
for solving physical layer security. The contributions are as follows:

(1) A nonlinear transformation pair MNT basing on power series model and group delay model is presented for
channel encryption. Based on power series model and sinusoid model of group delay, amplitude-frequency and
phase-frequency nonlinear transformation are provided to meet amplitude and phase constraint conditions for
building MNT with deep memory and strong nonlinear effect. Encryption using proposed MNT can give considera-
tion to communication security and convenience of encryption parameter transmission.

(2) Based on difference components of 3rd order intermodulation, amplitude-frequency nonlinear transformation
pair to baseband signals is provided. Besides, bandwidth restriction for encrypted signals is discussed to increase
spectrum efficiency.

(3) Based on sinusoid function of group delay, phase-frequency nonlinear transformation pair is provided. Its de-
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sign steps in frequency domain are introduced and its designing results are shown.
(4) MNT’s encryption effect is tested and loss of SNR of authorized user’s signal after encryption is shown. From
results, security of proposed encryption method is verified and feasibility of bandwidth restriction is proved.
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Solution of equation (14) c[l+ (%)Z]i3 +i—-1=0
Making

m =1/c[1+(|9)2], n=—1/c[l+ (%)2]

Q.2

If i=u+v is supposed as the solution of C[1+ (T) 1i+1—1=0, substitute m, n and iinto it.

Then we can obtain

(u+v)(3uv+m)+(u3+v3+n)=0 (1)
If u and v meet the condition u®+Vv®=-n and uv= —m/3, Equation (1) is satisfied. According to Vieta

theorem, U and V° are roots of equation e +ne — (m/3 =0 and its solution are

o=l J@T

or say

Since Uv=-m/3,
u=YA |u,=YA0 |u,=YAx?
v,=¥B |v,=¥Bes® |v,=¥Bw
where @ =-1+ \/§j/2 . Then the solutions of equation (1) are

i1:u1+v1:§/Z+€/§
i, =u, +V, = YAw+3Bw? )
I, =U; +V, =YAw* +YBw
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2 3
n m
If A= (Ej + [3] , There are three possibilities

(@ If A >0, There are one real root and two imaginary roots for equation (1).

(b) If A =0, There are three real roots and two of them are equal (i, =1i,) in equation (1).

(c) If A <0, There are three real roots.
Considering that m =1/c[1+(%)2] and n=-1/c[l+ (%)2] which make A > (Q, equation (1) has only

one real root
n n\’ m\’ n n\’ m\’
i=YA+IB=|—+,[|=| +| = + ===l = +| =
w3 (5] (5] | |53 (3)

t=C[1+(é)2] and S(l):[l+”|2+4/(27t)]é (3)

2t

The inverse function of i=h"(l) is

1
3t-s(l)

i=h?(1)=s(1)- 4
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